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Executive Summary 

Job and employment scams have become one of the fastest -growing categories of consumer fraud in the 

United States and, increasingly, globally. Reports to the U.S. Federal Trade Commission (FTC) have roughly 

tripled since 2020, and reported losses climbed from approximately $90 million in 2020 to over $500 million 

in 2024, with 2025 estimates trending higher still. Behind the statistics is a familiar financial crime pattern: 

trust-building, data harvesting, and monetization, frequently intersecting with human trafficking-linked scam 

centers and, in a growing number of cases, cross-border sanctions evasion. 

This whitepaper examines the conditions that have made 2026 a uniquely favorable environment for job scam 

operators ,  a softening labor market, the normalization of fully remote hiring, and the rapid adoption of 

generative AI by fraud operations ,  and translates that environment into practical implications for compliance 

professionals, employers, and job seekers. It also highlights a mirror-image risk that financial crime teams 

are increasingly asked to manage: fraudulent job applicants, including state-linked remote IT worker schemes, 

who exploit the same remote-hiring gaps from the other side of the interview table.  

Section 6 synthesizes recurring patterns drawn from dozens of first -hand accounts job seekers and recruiters 

have shared publicly over the past year ,  rotating fake postings, off-platform pressure tactics, malware-laced 

interview links, and pay-to-proceed schemes among them ,  alongside a quick-reference red-flags table. The 

paper closes with a practical verification checklist and a framework for reducing what we term the 

“vulnerability window” ,  the period during an active job search when a candidate's urgency, information 

gaps, and unfamiliarity with a target market's hiring norms are highest, and therefore when susceptibility to 

scams is greatest. 

1. Anatomy of a Modern Job Scam 

A recent first-person account published in ACAMS Today by Richard Graham and Cristian de Ritis of 

Moody’s Analytics illustrates how mundane the opening move of a job scam has become. A financial crime 

professional with two decades of experience receives an unsolicited text from an unknown number, claiming 

he applied for a role through a well-known job board. He had not. The message is designed to qualify the 

target quickly ,  confirming citizenship and a minimum age ,  before handing the conversation to a more 

polished “introducer” posing as a representative of a real, if newly registered and largely dormant, company. 

The eventual pitch is a task-based employment scheme: generating product reviews and ratings in exchange 

for daily commissions that, annualized, sound implausible until set against the reality of a job seeker 

submitting hundreds of applications and encountering as many rejections. That desperation, the authors note, 

is precisely the vulnerability the scheme is built to exploit.  

The account also raises an uncomfortable structural question: the operators sending these messages may 

themselves be trafficking victims, coerced into running scripts inside a scam center rather than willing 

fraudsters. The system extracting value from both the scammer and the scammed is the actual adversary ,  a 

distinction that matters for how banks, regulators, and employers frame their response.  
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2. The Perfect Storm: Labor-Market Conditions in 2026 

Three structural shifts have converged to widen the opening that job scam operators exploit.  

2.1 A softening, more competitive labor market 

U.S. unemployment has drifted upward through the year, and even fractional increases translate into a 

substantially larger pool of active job seekers submitting higher volumes of applications under greater time 

pressure. Compliance and financial crime hiring has not been immune to this dynamic: multiple 2026 market 

reports describe a shift toward project-based and interim staffing models, with one recruiting source 

estimating that temporary placements now account for roughly two-thirds of AML and compliance hiring 

activity, up sharply from prior years. For AML/CFT professionals specifically, this means more frequent job 

searching, more exposure to unfamiliar recruiters, and a higher cumulative probability of encountering a 

fraudulent approach over a career ,  even among professionals trained to recognize fraud typologies in other 

contexts. 

2.2 The normalization of remote, faceless hiring 

Remote and hybrid hiring is now routine, and commercial real estate data continues to show elevated 

downtown office vacancy relative to pre-pandemic levels, confirming that many organizations have not 

returned to prior in-person footprints. For a job seeker, a fully remote offer with no office visit no longer 

reads as unusual. That removes a visual verification step ,  the physical workplace, the in-person interview ,  

that once helped distinguish legitimate employers from fabricated ones.  

2.3 Generative AI lowering the cost of deception 

Fraud operators have adopted the same generative AI tools reshaping legitimate recruiting. Industry trackers 

report AI-generated recruiter headshots, recycled and AI-rewritten job descriptions, and a sharp rise in 

deepfake video-interview attempts used to impersonate real hiring managers. Separately, fraudulent 

applicants are using the same tools in reverse to fabricate credentials and pass screening for real roles, which 

is addressed in Section 5. 

3. An Epidemic in Numbers 

Reported losses are widely understood to be a significant undercount ,  most industry estimates suggest fewer 

than one in ten victims report an employment scam to a federal agency or the Better Business Bureau. Even 

so, the reported trend is stark. 

Year Reported U.S. losses Year Reported U.S. losses 

2020 ~$90 million 2023 ~$367 million 

2021 ~$150 million 2024 $501 million 

2022 ~$230 million 2025 (est.) $600 million+ 

Figures compiled from FTC Consumer Sentinel Network data, the FBI Internet Crime Complaint Center (IC3) 2025 Annual Report, and 

BBB Employment Scams Study (May 2026). 2025 figure is a trend estimate pending final FTC publication.  
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~3x 

Rise in FTC job-scam reports, 2020–
2024 

1 in 4 

2025 job seekers who report falling 
victim to a hiring scam 

~40% 

Of 2024 reported job scams were task-
based schemes 

Sources: FTC Consumer Alerts (2026); PasswordManager.com 2025 survey via FTC reporting; ConsumerAffairs analysis of FTC Data 

Spotlight on Task Scams. 

The FTC has also flagged a sharp rise in scam activity originating on social media, alongside a documented 

,  and separately alarming ,  surge in deepfake-enabled hiring fraud attempts targeting both job seekers and 

employers. Task-based “click and earn” schemes, the category described in the ACAMS Today account, now 

represent close to two-fifths of all reported job scams. 

4. Who Is Being Targeted 

The FTC is clear that job scams touch every demographic, but certain groups carry elevated exposure:  

• Early-career job seekers in their twenties are the most frequently targeted group, largely a function of 

search volume and comfort transacting entirely online. 

• Older adults report the fewest incidents but the highest median losses per case.  

• College students and recent graduates are targeted through fabricated campus job boards that borrow 

the names and photos of real local executives to manufacture legitimacy.  

• Financial crime and compliance professionals are not a group the public associates with fraud 

victimization ,  yet the same market forces are pushing more of this workforce into more frequent job 

searches. A workforce fluent in typologies for detecting money laundering is not automatically fluent 

in recognizing a scam script directed at itself, particularly when the approach mimics the polished, 

multi-stage structure Section 1 describes. 

This last point deserves emphasis for an ACAMS readership. Professional pattern-recognition trained on 

transaction monitoring or KYC review does not transfer automatically to a personal inbox at 9pm on a 

Tuesday. The instinct to “play along and observe,” as the ACAMS Today author did, is a useful analytical 

habit ,  but the safer default for most job seekers remains disengagement plus independent verification.  

5. The Mirror-Image Risk: Fraudulent Applicants 

Compliance teams increasingly face this problem from the opposite direction as well. U.S. authorities have 

brought a steady stream of prosecutions in 2025 and 2026 against “laptop farm” facilitators who helped North 

Korean IT operatives obtain remote positions at U.S. companies under stolen or fabricated American 

identities. The Treasury's Office of Foreign Assets Control (OFAC) sanctioned individuals and entities tied 

to these schemes in March 2026, and the FBI has estimated the operation has generated hundreds of millions 

of dollars annually in revenue funneled toward sanctioned weapons programs, with security researchers 

reporting a sharp year-on-year rise in fraudulent applications of this type. 
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The tradecraft mirrors what job seekers face: stolen identities, fabricated credentials, remote-only interviews, 

and reliance on witting or unwitting domestic facilitators. For financial crime teams, this creates a dual 

mandate ,  protecting the organization's own hiring pipeline from fraudulent applicants with sanctions and 

insider-threat implications, while also recognizing that the organization's genuine job postings and recruiter 

identities can themselves be spoofed to victimize outside job seekers. Both directions point to the same 

underlying control gap: verification has not kept pace with the shift to remote, largely visual-cue-free hiring. 

6. Real-World Patterns: What These Scams Actually Look Like 

Regulatory statistics establish scale; they don't convey texture. That comes from the flood of first -hand 

accounts job seekers, recruiters, and hiring managers now share with each other in near real time, often within 

hours of an incident. Drawing on dozens of such accounts shared publicly across professional networks in 

2025–2026, the same handful of patterns recur with striking consistency ,  regardless of country, seniority 

level, or industry. None of the examples below identifies a specific individual, company, or posting; the value 

is in the pattern, not the particulars, since the specific fake identities and shell names rotate constantly.  

6.1 The rotating shell posting 

An identical job description ,  down to the exact emoji formatting and bullet structure ,  is reposted within 

days or weeks under a rotating cast of unrelated, real companies: a shipping terminal one week, a hospital or 

lighting studio the next. The poster typically has no verifiable connection to whichever brand is currently 

attached to the listing, and the same account often shows contradictory signals, such as claiming to be newly 

posted while also stating applications are already closed. 

6.2 The off-platform pivot 

A conversation that starts on a job board or professional network moves quickly to WhatsApp, Signal, or 

Telegram ,  platforms that are harder to verify and easier to pressure someone on. This shift is one of the 

single most consistently reported red flags across first-hand accounts, occurring well before any request for 

money or documents. 

6.3 The malware interview 

A video-interview link prompts the candidate to install a “software update” before the call can start. In at least 

one widely shared account, that update was remote-access malware; the household only discovered the 

intrusion when a mouse cursor began moving on its own while the computer sat idle. 

6.4 The pay-to-proceed sequence 

A fee ,  framed as refundable, and attached to interview scheduling, visa processing, or document printing ,  

is requested before an offer is finalized, sometimes collected in person by someone claiming to represent the 

employer. The promise evaporates the moment payment is delayed or declined, which is itself the clearest 

tell: a genuine hiring process does not expire because a candidate needed a day to think. 
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6.5 The resume-rewrite referral 

A rejected or “not quite right” application is followed by a recommendation to use a specific “professional 

resume writer,” who then charges a fee. The rejection and the referral are frequently part of the same funnel 

rather than independent events. 

6.6 The hijacked identity 

A real employee's name and photo, or a real company's brand, is used without authorization to lend a fake 

listing legitimacy. In some reported cases the impersonation is only discovered when the real person is alerted 

by a confused applicant; in others, a job seeker's own professional account is compromised and used to 

relaunch further fake postings under their name. 

6.7 The application-fee funnel 

A chain of redirects across several job-aggregator sites ends at a paywall disguised as a mandatory “resume 

builder” or “membership” fee required simply to submit an application ,  a lower-harm but high-volume 

variant that normalizes paying money to apply for a job at all.  

6.8 The task-based mule pipeline 

Small, genuine-seeming payouts for simple tasks build trust before a larger “fee” is required to unlock real 

earnings. Regulators in multiple jurisdictions, including the UAE, have separately warned that some of these 

schemes convert the victim's own bank account into a transit point for suspicious funds ,  meaning the job 

seeker can end up as an unwitting money mule, with the first visible signal reaching a bank not as a fake job 

posting at all, but as an anomalous pattern of inbound-then-outbound transfers. 

Category What to watch for 

Communication Unsolicited contact by text or messaging app; fast pressure to move off the original 
platform 

Financial Any request for payment ,  interview fees, visa costs, equipment, “refundable” 
deposits 

Technical Prompts to install software or “updates” to join an interview; links that don't match 
an official domain 

Identity Recruiter can't produce a verifiable company email or careers-page listing; identical 
job text under multiple unrelated employers 

Process Artificial urgency (“offer expires when this call ends”); interview stages that skip 
verification entirely 

Compiled from patterns recurring across publicly shared first-hand job-scam reports, 2025–2026, cross-referenced against FTC and BBB 

red-flag guidance. 
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7. Beyond the Individual Victim 

The damage from a successful job scam rarely stops at the initial financial loss. Once a scammer holds a 

Social Security number, a bank account number, or a copy of a government ID, the same data set enables 

direct identity theft ,  fraudulent credit applications, fraudulent tax filings ,  or something more durable: a 

synthetic identity that blends a genuine identifier with a fabricated name and address to build a credit profile 

that can operate undetected for months. 

Financial institutions sit downstream of this harm and are often the first to observe it. Unexpected check 

deposits followed immediately by outbound wires or card payments to online-only, recently formed 

companies are a recognizable pattern. Moody's research into shell company risk identifies several recurring 

indicators worth incorporating into first-party fraud and onboarding reviews: unusual or implausible director 

profiles, clusters of company registrations within a narrow window, mismatches between a director's location 

and the company's registered jurisdiction, circular ownership structures, and revenue that is disproportionately 

high relative to reported staff size. None of these indicators is dispositive alone, but several appearing together 

alongside first-time, unusual transaction activity should raise the priority of a review.  

8. Closing the Vulnerability Window 

If desperation and unfamiliarity are the two conditions scammers exploit most reliably, then the practical 

countermeasure available to an individual job seeker is to shorten the time spent in that exposed state 

and to raise their baseline fluency in what a legitimate hiring process actually looks like in their target 

market. 

This is a different lever from scam-spotting checklists, and a complementary one. A candidate who is 

submitting fewer, better-targeted applications and converting more of them into real interviews spends less 

total time as an active, visible target across job boards and recruiter inboxes. A candidate who has rehearsed 

what a legitimate interview for a specific role, jurisdiction, and regulator actually sounds like also develops 

an intuitive sense for when a conversation deviates from that pattern ,  vague company details, no verifiable 

regulator or reporting terminology, pressure to move to a messaging app, requests for banking details before 

an offer exists. 

Within the AML/CFT profession specifically, this is one reason structured, jurisdiction-aware preparation 

resources have gained traction as part of a broader career-readiness toolkit alongside scam-awareness training. 

Platforms such as LearnWithSiorik, for example, pair CV and job-description alignment tools with role- and 

country-specific mock interview practice grounded in real regulator names and reporting terminology ,  the 

kind of preparation that shortens a search, sharpens a candidate's sense of what a genuine hiring conversation 

should contain, and by extension narrows the window during which a job seeker is most susceptible to a 

scripted, too-good-to-be-true approach. Preparation of this kind is not a substitute for scam-verification habits, 

but it is a practical, underused complement to them.  
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The remainder of this section sets out a broader framework ,  covering verification habits, institutional 

controls, and reporting ,  that applies regardless of which tools a job seeker uses to prepare.  

9. Recommendations 

9.1 For job seekers: a verification checklist 

• Treat any unsolicited job contact by text or messaging app as unverified until confirmed independently 

through the employer's own careers page. 

• Refuse any request for payment, equipment purchase, or banking details before a signed offer exists ,  

legitimate employers never require this. 

• Be skeptical of pay structures that promise high, guaranteed daily returns for simple, repetitive digital 

tasks. 

• Search the exact wording of a job description before applying ,  identical text, formatting, and even 

emoji use posted under several unrelated companies is one of the clearest signals of a scam network.  

• Don't move the conversation to WhatsApp, Signal, or Telegram just because a recruiter asks ,  

legitimate hiring can be conducted, and verified, on the platform where it started or through a company 

email address. 

• Never install a “software update” prompted by a video-interview link; join through the platform's own 

verified app or website instead. 

• Turn on two-factor authentication for LinkedIn and other professional accounts ,  a compromised 

account is increasingly used to relaunch scams under a real person's name and connections.  

• Treat “Easy Apply” prompts that collect only an email or phone number, with no real job detail behind 

them, as a data-harvesting funnel rather than an application. 

• Shorten your time in an exposed search state: sharpen applications for genuine fit before submitting 

broadly, and rehearse interviews for your actual target roles and jurisdictions so you recognize when a 

conversation deviates from a normal hiring process. 

• Report suspected scams to the FTC (reportfraud.ftc.gov) and the FBI's IC3, even though the incident 

may feel minor ,  aggregated reporting is what allows patterns to be tracked. 

9.2 For employers and compliance functions 

• Publish and consistently reference a single, verifiable careers page and named recruiter identities; make 

it easy for candidates to confirm legitimacy independently. 

• Extend fraud and identity-verification controls to the hiring pipeline itself, not only to customer 

onboarding ,  particularly for remote-only roles. 

• Incorporate shell-company and synthetic-identity indicators (Section 7) into first-party fraud reviews 

for newly onboarded accounts showing job-scam-consistent deposit-and-transfer patterns. 
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• Train frontline and compliance staff on both directions of employment fraud: protecting job seekers 

who may contact the institution as victims, and screening the institution's own hiring pipeline against 

fraudulent applicants. 

10. Conclusion 

Job scams sit at an uncomfortable intersection of consumer fraud, human trafficking, identity theft, and ,  

increasingly ,  sanctions evasion. The conditions that have allowed them to scale in 2026 are structural: a 

more competitive labor market, the normalization of remote and largely faceless hiring, and the same 

generative AI tools reshaping legitimate recruiting now doing double duty for fraud operators on both sides 

of the interview table. 

None of this makes the problem unsolvable. Verification habits, institutional controls tuned to recognize the 

financial footprint of these schemes, and preparation that shortens a candidate's time in the most vulnerable 

phase of a search each address a different part of the same system. As the ACAMS Today account that opened 

this paper puts it, understanding who is targeting you will not make the problem disappear ,  but it does help 

you respond effectively, and that applies as much to institutions as it does to individuals.  

 

About the author: Siorik Consultancy is a financial crime advisory and training practice founded 

on 17+ years of hands-on AML/CFT experience across exchange houses and banking in the UAE 

and Nepal. The firm specializes in financial crime QA, regulatory training, and compliance 
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